
Residential Security 
 

 
 
 
The Problem – rising crime in large apartment complexes 
 
In Urban India, independent homes are unaffordable. People are increasingly buying or leasing 
apartments, some in gated communities. These apartments offer various amenities and promise 
safety. The promised safety is in fact absent as can be observed by the rise in crime in these 
residential complexes. Archaic systems and procedures, that were good for 5 - 6 households per 
facility, are simply inadequate for larger complexes. 
  
Factors contributing to greater vulnerability  
 
Social disparity aside (as this article is not intended to address this), the vulnerability of these 
complexes has increased due to the following: 
 

 Rise in traffic of Vendors, house help, delivery and courier persons. 
 Most households are ‘empty’ for most of the day with both parents at work and the children 

at School or College. 
 Latchkey kids returning to an empty home. 
  ‘Neighbourly connect’ is mostly absent.  

 
Most of the activities at entry/exit gates in are either not captured or are recorded in registers. The 
offline nature of this data means that it cannot be used to derive any useful insight. In addition, 
almost all the systems deployed for security such as visitor logs, CCTV, access control are standalone 
applications, which are also offline. 
 
These older systems and procedures that were effective for individual apartment buildings are 
inadequate to address the vulnerabilities listed above.  



Potential solution. 
 
Integrated systems will provide a comprehensive view of security, with analytics that can drive 
proactive actions to avoid security issues. 
 
 
 

 
 
Residential complexes are well advised to deploy ‘Premise Security Solutions’ used by Enterprises 
and large campuses. 
    

 Perimeter protection 
o A residential complex need not have very high compound walls as these would make 

them look like prisons.  Tall and aesthetically RCC compound walls with a fence 
mounted on top would give the required protection without ruining the view. 
Additionally, CCTV cameras, strategically located, should be deployed to create a 
‘virtual trip wire’. Depending on the environment and the perceived threat, PTZ 
cameras should be installed to monitor the areas between the perimeter and the 
residential block(s). In the event of an intrusion this would trigger the PTZ cameras 
to zoom in on the affected zone and also send an sms to the Security staff. 

 
 Access Control systems that make it possible for Visitor authentication and validation, even 

from a remote location, if so desired. 
o Pedestrian and Vehicle access must be restricted. Biometric access control systems 

should be deployed at all the entry and exit points. Delivery and courier persons 
must be allowed access only after they are authorised by the individual who they 
claim to have a parcel for. Authorised Visitor should be issued temporary ‘entry 
only’ cards and exit permitted only on surrender of the card. Discreetly located 



cameras should capture the image of such individuals, both at the time of entry and 
exit, and store the same for a period of time, say, a week.  

o Boom barriers with RFID readers should be installed at all the vehicle entry points. 
Authorised vehicles should have RFID tags to enable automatic entry. For vehicles of 
visitors the same procedure as for ‘visitors on foot’ should be followed. Passengers 
inside vehicles would be checked by the bio-metric access control installed at the 
entry lobby. 

 Video surveillance 
o Cameras should be located at all the entry and exit points, lift lobbies and staircases 

on all floors. Video footage should be saved for around 7-10 days as incidents are 
likely to be reported within a matter of hours or a few days.  

o Cameras should also be located in the play areas.  
 Home Security systems  

o Integrated video door phone system that can view the person at the door and view 
the children’s play area.  Systems are available that can automatically inform the 
parent when the ‘latch key’ kid enters the house or raise an alarm if the kid fails to 
return home within the pre-specified time zone. Where necessary systems can be 
wired to remotely monitor a room where babies or elders are being cared for. 

 
Caveat  
 
Without the ‘buy-in’ of the residents no system, however expensive or sophisticated, will provide 
the desired security. Systems and procedures for normal and abnormal situations must be 
documented and explained to all the residents. The importance of strictly adhering to the 
procedures must be accepted and followed by the residents.  
 
These systems and procedures must become a habit and not a chore.  
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