
1 Article by Mr. Kiron Kunte {Principal Consultant} | www.norikkonsult.com | Mobile : +91-9870048049 

Perimeter protection using 

Thermal imaging cameras 
 Comparison with other technologies used for perimeter protection.  

 

Last month we discussed the technology and features of a Thermal Imaging Camera. In earlier issues 

we discussed perimeter protection using ‘conventional cameras’, electrified fencing and fibre optics. 

This article is about using Thermal Imaging cameras for intrusion detection and protection of the 

perimeter. 

 

Thermal cameras detect and identify objects on the basis of the thermal energy, body heat, radiated 

by the object. Thermal imaging cameras produce images of invisible infrared or heat radiation. Based 

on temperature differences between objects, thermal imaging produces a crisp image on which the 

smallest of details can be seen. They work both during the day and at night. Infrared technology, the 

basis for thermal imaging, detects radiation at longer wavelengths than those of visible light. 

Thermal imaging cameras can ‘see’ in total darkness, in the most diverse weather conditions. 

Thermal cameras thus help secure the perimeter on a 24x7x365 days basis.  

 

 
 

Night vision 

 

Thermal imaging technology requires no additional lighting or illumination.  The camera can ‘see’ in 

conditions like fog, rain and snow. A standard thermal camera is accurate at 400 to 600 yards, often 

more. This enables long-range surveillance, which is a critical factor in securing a perimeter. Further, 

a thermal imaging camera is not susceptible to changes in shadows and cannot be fooled by even 

the heaviest camouflage, which helps ensure accuracy at those longer ranges. (Refer pages 90-91 of 

the February 2013 issue). 

 

Industry trends 

 

Earlier, thermal cameras were predominantly used to secure the perimeters of applications that 

required a very high level a security, such as critical infrastructure sites and military installations. 

Technological innovations in thermal imaging have pushed the prices of cameras lower. This has 

led to an increase in adoption of the technology. The increased demand along with advances in 

technology have raised performance levels of thermal imaging cameras, offering accuracy and 

clearer thermal images at mainstream camera prices. Thermal imaging cameras with video analytics 

now operate in adverse conditions such as rain, humidity, fog and bright sun, which in the past 
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yielded poor images, nuisance alerts and mis-detects. On-board image processing offers extended 

detection capabilities, reducing the number of cameras.  

Advances in image processing capabilities have resulted in manufacturers producing higher quality 

thermal imaging cameras. The quality of thermal images, in adverse environmental conditions, is no 

longer washed out or fuzzy. Improvements in ‘Wide dynamic range’ capabilities have made it 

possible to ‘see’ an object in the foreground in a very low contrast scene.   

Increasing use of Video content analytics (VCA) requires the quality and contrast of the image to be 

to be of a superior quality. The ability of thermal imaging cameras to naturally highlight a person 

provides more reliable data, especially at night but also in some daytime conditions. Fully integrating 

thermal technology into the VCA system can improve detection accuracy, trigger alerts and 

automatically illuminate visible lighting 

Comparison of various technologies for perimeter protection 

Perimeter security is about deterrence, detection, assessment and delaying of the intrusion so that 

a response could be initiated. Its role is to act as the first level of protection. Every application is 

unique in the type of facility to be protected, the operating environment, the construction of the 

perimeter fence, history of intrusion and the threat perception. The intrusion detection system often 

comprises of different but complementary technologies to form ‘Layers of protection’ and this must 

be a part of an integrated site security plan. 

 

CCTV combined with lighting 

The use of CCTV as an effective tool for securing the perimeter has been discussed in detail in the 

July 2012 issue, page 65.   However, CCTV cameras do not see much in total darkness. So in order to 

detect intruders at night lighting is a must. Light can only penetrate a certain distance and 

completely illuminating an area so that it can be kept under surveillance of CCTV cameras, is not 

always possible.  

The cost of electricity required for lighting and the lamp replacement costs are high. Infrared 

illumination, using LED’s placed around the lens of the camera, consumes less power and could be 

used to ‘see’ at night. However the range of LED is limited and this reduces the distance that can be 

viewed by the camera. Further, moisture such as mist and fog, or rain on objects causes reflection of 

the infrared illumination back into the camera, which causes the shutter to close resulting in loss of 

important details in darker scenes. Lighting also makes it easier for potential intruders to locate the 

cameras. They are also able to take advantage of the shadows in which they can hide undetected. 

 

Electrified fence. 
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An electric fence is a barrier that uses electrical shocks to deter intruders from crossing a 

boundary. The voltage of the shock may have effects ranging from uncomfortable, to painful or even 

lethal. Most electric fencing is used today for sensitive locations and agriculture fencing. It does 

provide round-the-clock vigilance. However this technology has to be used in conjunction with 

cameras to make it more effective in determining false alarms and also in taking action in the event 

of intrusion. Power lines running close to the fence could impair normal functioning of an ‘electric 

fence’. Performance could be affected in areas prone to ‘lightning’. Grass and other vegetation 

growing near the foot of the fence must be trimmed regularly in order to avoid this from coming into 

contact with the live wire and causing a ‘false alarm’. Intrinsic safety may be an issue when 

deployed in areas with flammable gasses or fuels. (Refer to the October issue, pages 100,102 and 

104 for a detailed write up on Perimeter protection using an ‘electrified fence’). 

 

Fibre Optics 

This technology provides a new dimension in detecting and locating fence line and perimeter 

intrusions. A laser beam is transmitted along the fence mounted sensor cable and the returned 

signal is automatically monitored and analyzed by the sensing controller for disturbances on the 

fence. The returned signed is intelligently processed to minimize nuisance alarms, while still 

detecting and reacting to a hostile event. (Refer to the September issue, pages 80, 82 and 84 for a 

detailed write up on Perimeter security using fibre optics). This technology must also be used in 

conjunction with cameras to ‘see’ and ‘follow’ the intruder.   

 

Thermal Imaging Cameras. 

A thermal imaging camera enables superior monitoring in areas of poor lighting to total darkness. All 

objects emit thermal radiation and a thermal camera uses this radiation to create a visual scene in 

complete darkness to monitor and secure the premise. Thermal cameras also provide surveillance in 

conditions of smoke, light fog, light rain, and even light snow. Since the camera views events 

through the thermal spectrum, the images from day and night are nearly identical making the 

thermal imaging camera a true 24 hour surveillance device.  The camera can ‘see’ in absolute 

darkness and over a greater range. Therefore a lesser number of cameras are required. As thermal 

imaging cameras produce a clear image in the darkest of nights, no complimentary technologies like 

light or infrared illuminators need to be installed. They can also ‘see’ areas that are otherwise 

inaccessible or hazardous.  
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                Coverage using conventional cameras                                                                    Coverage using thermal imaging cameras 

 

Further, in case of Ports or waterside facilities it may not be possible to mount cameras because of 

the difficulty in installing poles in the middle of an active waterway. It may also not be possible to 

build a physical fence. In such cases the longer-range of thermal imaging cameras enables the 

positioning of these cameras on the top of a building or similar structure that overlooks the water 

front. 

 
                           Securing a waterside facility 

 

Conclusion 

 

Although all technologies have their advantages and disadvantages, thermal imaging, in most cases, 

offers a very cost effective solution for protecting a perimeter. More so if this perimeter, like in 

practically all cases, also needs to be protected during the night and under all weather conditions. 

Although a thermal imaging camera is more expensive than a CCTV camera, fewer cameras need to 

be deployed to cover the same area. This reduces the civil work that needs to be carried and in 

some cases the cameras can even be mounted on existing structures like roof tops. Furthermore, 

since thermal cameras produce a clear image in the darkest of nights, lighting or infrared 

illuminators are not required. This further reduces the amount of civil work that needs to be carried 

out and results in reduced maintenance costs. 

Thermal imaging cameras generate fewer false alarms when used with motion detection or video 

analytics than CCTV cameras do. Although thermal imaging cameras are more expensive than CCTV 

cameras at initial purchase, they are often not only the best, but also the most cost-effective 

solution. 

The longer-range of thermal imaging cameras encourages greater use of sophisticated intelligent 

video systems. The lower total cost of ownership enables use of thermal imaging cameras in 

mainstream perimeter applications. 

 

 


