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 IP CAMERA 
What & Why of IP cameras.  

Is Analog dead? 

 
What is a Network Camera? 
 
An IP camera, also known as a network camera, can be described as a camera and computer 

combined in one unit. The main components of a network camera include a lens, an image sensor, 

one or several processors, and memory. The processors are used for image processing, compression, 

video analysis and networking functionalities. The memory is used for storing the network camera’s 

firmware (computer program) and for local recording of video sequences.  

An IP camera has an image sensor much like the analog camera.  However, once it has captured its 

image, it transmits it as “data” over a network connection.  That data is in the form of compressed 

video frames, sent over standardized networking protocol used for computer applications, which is 

where it gets its name. Simply put, the main difference between the two camera types is 

the way in which the video signal is delivered.  

 

 

 
                                   Left to Right: Image sensor, image encoder, CPU, power supply, network adaptor. 

Like a computer, the network camera has its own IP address, is connected directly to a network 

and can be placed wherever there is a network connection. This differs from a web camera, which 

can only operate when it is connected to a personal computer (PC) via the USB or IEEE 1394 port. 

A network camera provides web server, FTP (File Transfer Protocol), and e-mail functionalities, 

and includes many other IP network and security protocols. 

A network camera can be configured to send video over an IP network for live viewing and/or 

recording either continuously, at scheduled times, on an event or on request from authorized users. 

Captured images can be streamed as Motion JPEG, MPEG-4 or H.264 video using various networking 

protocols, or uploaded as individual JPEG images using FTP, e-mail or HTTP (Hypertext Transfer 

Protocol).   

 

In addition to capturing video, network cameras provide event management and intelligent video 

functionalities such as video motion detection, audio detection, active tampering alarm and auto-

tracking. Most network cameras also offer input/output (I/O) ports that enable connections to 

external devices such as sensors and relays. Other features may include audio capabilities and 
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built-in support for Power over Ethernet (PoE). Network cameras also support advanced security 

and network management features. 

 

The components 

 

The network camera's camera component captures the image and transforms it into electrical 

signals. These signals are then converted from analog to digital format and transferred into the 

computer function where the image is compressed and sent out over the network. 

The lens of the camera focuses the image onto the image sensor. Before reaching the image 

sensor, the images pass through the optical filter, which removes any infrared (IR) light so that 

the "correct" colours will be displayed. In day/night cameras, this IR-cut filter is removable to 

provide high quality black & white video during night time conditions. The image sensor converts 

the image, which is composed of light information, into electrical signals. These electrical, digital 

signals are now in a format that can be compressed and transferred over networks. 

The camera controller manages the exposure, white balance, image sharpness and other aspects 

of image quality. The video compression component, compresses the digital image for efficient 

transfer over the network using an Ethernet port. 

 

The Business Case for IP Video surveillance. 
Organizations have, in the past, had to accept the proprietary nature and short life span of their 

security installations. With the evolution of technology, there is a unified approach to security and 

data infrastructures. (Refer issue of May 2012, pages 84-85).This consolidated approach to a voice, 

data and video infrastructure enables cost-effective usage of IT expertise within the Organization. In 

this IT environment, the processes and procedures used for data installations, drive a more 

standards-based approach to system design and more importantly provide increased flexibility for 

future expansion.  Organizations are no longer locked into proprietary products. With more supply 

and delivery options becoming available, Organizations are better able to manage the supply chain 

and reduce costs. In this open and standardised IT environment, other security and networking 

systems, sharing the common infrastructure, can work closely together, creating a more intelligent 

system. This can extend the reach of the system beyond mere theft or protection. Network 

connected software packages can provide the user with a host of additional information options that 

can be used to analyse other facets of the business like customer footfalls, transactional and 

behavioural analysis, etc. 

IP offers the flexibility to migrate and evolve with the changing needs of the business or technology.  

Moves, adds and changes become efficient and cost effective. This is significant in terms of the total 

cost of ownership.   
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IP versus Analog- Which is the right choice? 

If you are planning to install a security surveillance system at your location, one of the decisions you 

have to make is whether to go with an IP or analog camera. Deciding on IP versus analog cameras is 

not necessarily a simple decision as there are advantages and disadvantages to each style of camera.  

Pros of analog cameras: 

•Lower cost — Analog cameras generally cost less to purchase than IP cameras. 

•Greater flexibility of design — Analog cameras often come in a larger variety of designs such as mini 

covert cameras to large PTZ models. If you have unique surveillance needs you may find it easier to 

find the style of camera you need in an analog model. 

Cons of analog cameras: 

•Lack certain features — Many of the basic analog cameras often lack some of the more advanced 

features such as digital zoom. 

•Potential interference problems — For wireless applications, Analog systems may have interference 

problems. More importantly, the resulting signals cannot be encrypted. This can potentially mean 

that someone else can view the signal. 

•Long distance applications are more difficult — If the surveillance system covers a wide area, 

analog cameras may not be the best choice.  

Pros of IP cameras 

•Greater Resolution — This is one of the most important advantages of IP cameras. Most have an 

image resolution that is at least four times greater than that offered by analog cameras. HD images 

are possible with cameras that are able to deliver resolutions of 3, 5, 8 megapixel and beyond.  

•Better wireless reception — IP cameras have encryption built right into them providing for a more 

secure network. Many options exist for transmission including point-to-point, point-to-multipoint, 

and mesh. Interference can be minimized with some IP-based radios. 

•Can utilize existing wiring —IP cameras can be easily connected to an existing IP network.   

•Easier remote access — IP cameras are better suited for some remote surveillance needs. There 

can be greater flexibility in how the video is accessed. 

Cons of IP cameras 

•Higher cost — Because of the additional technology that is built into each camera, the cost of 

individual IP cameras is generally higher than analog versions. However, this gap is narrowing.  

•Higher bandwidth required — IP cameras will require bandwidth on your network.  However, 

compression technologies are rapidly reducing the bandwidth requirements.  

Summary 

• The larger the facility being secured, the more valuable an immediate transition to IP cameras. 

• The more mature megapixel cameras become, the more valuable an immediate transition to IP 

cameras. 

• DVRs will continue to catch up to NVRs and will as such extend the life of analog systems. 

 

Given the pros and cons of each camera type, the decision really comes down to your specific 

surveillance needs. The good news is, with products such as video encoders and hybrid recorders, 

analog and IP cameras can be combined within the same system to allow you to take advantage of 

both technologies.  

IP versus Analog- Market Trends 

Analog heavily outsells IP for extension sales. In these cases, the architecture (heavily analog) is 

already in place and the user simply gets more of the same (i.e., analog). 
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However, for new projects, it has become clear that IP camera sales are outpacing analog sales. 

Among enterprise projects, IP is predominant with more than 75% of new projects opting for IP.  

Once a surveillance technology dominates new project sales, the rest of the market tends to follow. 

Just like users with analog only DVRs spent years buying more analog cameras, today's new projects 

deploying software only VMS systems will focus their extension purchases on IP cameras over the 

rest of the decade. This has a compounding or snowballing effect. The more people choose IP for 

new projects, the less analog platforms are in place, the lower both new and extension sales are for 

analog. 

 

Conclusions 
The state of the CCTV industry and video surveillance equipment is changing rapidly as new 

technologies force security professionals into the domain of Information Technology and vice 

versa. The financial benefits of IP surveillance and the anytime/anywhere access are already making 

an impact on demand. With the exponential growth in Internet usage and mainstreaming of 

Ethernet/IP networks, the benefit of networked security solutions is becoming increasingly evident. 

 

Cameras will ultimately reside on networks, either directly attached as an IP device or through 

encoders or video servers. Operating systems and Video Management Software will become open-

source, have a wider range of capabilities and be customisable for specific vertical markets. 

Computer networking and microprocessor technologies along with innovative software applications 

are making video immensely more effective and manageable.  

IP video surveillance will soon become a ‘must have’.  

--------------------------------------------------------------- 


